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Appendix A



Screening questions
These questions are intended to decide whether a DPIA is appropriate and necessary Answering ‘yes’ to any of these questions is an indication that a DPIA would be necessary. Answers to the below can be expanded upon as the project develops.


1. Will the project involve the collection of new information about individuals?

Yes – audio recordings of interviews, focus groups or other research uses that require audio recording.  

2. Will the project compel individuals to provide information about themselves?

In most cases, it is likely that data will involve personal information. It dependent on the aims of the research. For example a project could ask individuals to provide information about their own experiences or could ask their opinion or views about others. In the case of health research, it could be highly personal and identifiable. 

3. Will information about individuals be disclosed to organisations or people who have not previously had routine access to the information?

No.
(Only the account owner will have access to the files uploaded and transcribed using NVivo Transcription. The audio uploaded is not accessed by a third party service provider or any QSR staff member for any purpose other than providing the transcription software or any support or assistance in connection therewith. For more information on our commitment to Data protection and Privacy, please refer to our Privacy Policy and section 15 of our Terms & Conditions, as well as the Data Processing Terms contained therein.)

4. Are you using information about individuals for a purpose it is not currently used for, or in a way it is not currently used?

No – as this research data consent and ethics is approved separately by Faculty or University ethics committees. 

5. Does the project involve you using new technology that might be perceived as being privacy intrusive? For example, the use of biometrics or facial recognition.

No.

6. Will the project result in you making decisions or taking action against individuals in ways that can have a significant impact on them?

No

7. Is the information about individuals of a kind particularly likely to raise privacy concerns or expectations? For example, health records, criminal records or other information that people would consider to be private.

In interview people may discuss sensitive items. But the technology is only analysing things they have disclosed. The technology is not intrusive, nor would data be shared.

8. Will the project require you to contact individuals in ways that they may find intrusive?

No




Appendix B

You should start to fill out the template at the start of any major project involving the use of personal data, or if you are making a significant change to an existing process. The final outcomes should be integrated back into your project plan.

Step 1: Identify the need for a DPIA
	Explain broadly what project aims to achieve and what type of processing it involves. You may find it helpful to refer or link to other documents, such as a project proposal. Summarise why you identified the need for a DPIA.

	This DPIA is in relation to the use of an on-line transcription service NVivo transcription https://www.qsrinternational.com/nvivo/nvivo-products/transcription  The service may be used by students or staff at the University of Hull. Staff/students who wish to use the service will set up an individual account with NVivo Transcription to which audio recordings of research interviews will be uploaded.  The service will then automatically transcribe the recording. 

As they are signing up as individuals, they are the ones establishing the contract between themselves and QSR. Our purpose of conducting the DPIA is to assure the University is happy with the security and protection of this data. 

At this time NVivo Transcription is not part of our CHEST License agreement with QSR (however there is facility to buy credits as an institution and this may be useful in future if it realizes savings)



Step 2: Describe the processing
	Describe the nature of the processing: how will you collect, use, store and delete data? What is the source of the data? Will you be sharing data with anyone? You might find it useful to refer to a flow diagram or other way of describing data flows. What types of processing identified as likely high risk are involved?

	Audio recordings will be uploaded to the NVIVO on-line transcription service available at https://www.qsrinternational.com/nvivo/nvivo-products/transcription or directly through NVivo 12 +

All data for the service is encrypted in transit over public networks using SSL/TLS to protect data from unauthorized disclosure or modification. All data is stored using Microsoft’s Azure Cloud service, based in the EAA and it is fully GDPR compliant.

NVivio Transcription uses linguistic processing to determine the words/phrases spoken in recordings and turn them into text. This is collated into a transcript that can be securely reviewed and edited by the researcher.

Only the account owner will have access to the files uploaded and transcribed using NVivo Transcription. The audio uploaded is not accessed by a third party service provider or any QSR staff member for any purpose other than providing the transcription software or any support or assistance in connection there with. Recordings are held in encrypted format. 

NVivo Transcription has a data retention policy, deleting audio files after 90 days. 

The main risk would involve an account being compromised via a poor password or negligence. This risk is no different to the management of data on a local PC. 




	Describe the scope of the processing: what is the nature of the data, and does it include special category or criminal offence data? How much data will you be collecting and using? How often? How long will you keep it? How many individuals are affected? What geographical area does it cover?

	Audio recordings of interviews. Recordings will be uploaded on an ad-hoc basis by individual researchers across the university. As such, it is difficult to determine the absolutely scope as it will depend on the individual projects of researchers. 
As a system, NVivo Transcription will destroy audio files 90 days after upload. The completed transcriptions and their retention will be determined by individual researchers and conveyed to participants in information sheets and consent forms. Researcher can also control the deletion of transcripts for NVivo Transcription to reflect their agreement with participants. It is standard research practice for any identifiable information within the transcriptions to be removed. 




	Describe the context of the processing: what is the nature of your relationship with the individuals? How much control will they have? Would they expect you to use their data in this way? Do they include children or other vulnerable groups? Are there prior concerns over this type of processing or security flaws? Is it novel in any way? What is the current state of technology in this area? Are there any current issues of public concern that you should factor in? Are you signed up to any approved code of conduct or certification scheme (once any have been approved)?

	As above: Consent for use of transcription services will be obtained as part of the informed consent process. All NVivo Transcription data is stored on Microsoft Azure public cloud hosted in the EU. This is fully GDPR compliant and HIPPA Compliant. 

The process offered by NVivo Transcription is more secure and confidential than existing approaches – for example, paid human transcription. With NVivo Transcription only the account owner will have access to the files uploaded and transcribed using NVivo Transcription. There is no human intervention. 



	Describe the purposes of the processing: what do you want to achieve? What is the intended effect on individuals? What are the benefits of the processing – for you, and more broadly? 

	NVIVO transcription is an efficient method of transcription that is far more cost effective, secure and confidential than traditional transcription services. 


Step 3: Consultation process
	Consider how to consult with relevant stakeholders: describe when and how you will seek individuals’ views – or justify why it’s not appropriate to do so. Who else do you need to involve within your organisation? Do you need to ask your processors to assist? Do you plan to consult information security experts, or any other experts?

	Not considered necessary.



Step 4: Assess necessity and proportionality
	Describe compliance and proportionality measures, in particular: what is your lawful basis for processing? Does the processing actually achieve your purpose? Is there another way to achieve the same outcome? How will you prevent function creep? How will you ensure data quality and data minimisation? What information will you give individuals? How will you help to support their rights? What measures do you take to ensure processors comply? How do you safeguard any international transfers?

	Task in the public interest.  Participant information sheets will include reference to use of transcription services. Consent will have been gained. 
While an international transfer, NVivo transcription is fully GDPR compliant and data remains in the EEA. NVivo Transcription is also fully HIPPA Compliant. 


Step 5:Identify and assess risks

	Describe source of risk and nature of potential impact on individuals. Include associated compliance and corporate risks as necessary. 
	Likelihood of harm
	Severity of harm
	Overall risk 

	Transfer of sensitive research data via the internet.

Compromised account through poor password management
	Remote


Remote
	Minimal



Low



	Low 



Low


Step 6: Identify measures to reduce risk
	Identify additional measures you could take to reduce or eliminate risks identified as medium or high risk in step 5

	Risk 
	Options to reduce or eliminate risk
	Effect on risk
	Residual risk
	Measure approved

	N/A
	


To note: all data is encrypted for transfer and stored in compliance with GDPR and HIPPA.

Issues around password security and promoted and addressed by the University, particularly ICTD. All staff undertake GDPR training. Use of NVivo transcription should also be noted in ethics applications to faculty. 
	Eliminated reduced accepted
	Low medium high
	Yes/no



Step 7: Sign off and record outcomes
	Item 
	Name/date
	Notes

	Measures approved by:
	
	Integrate actions back into project plan, with date and responsibility for completion

	Residual risks approved by:
	
	If accepting any residual high risk, consult the ICO before going ahead

	DPO advice provided:
	Clive Mackintosh
17/03/2020
	DPO should advise on compliance, step 6 measures and whether processing can proceed

	Summary of DPO advice:
This DPIA is approved. No issues around the confidentiality, integrity or availability of personal data have been identified either from a data protection or information security perspective. 
[bookmark: _GoBack]A Privacy Notice should be prepared to support the use of this service which I will review and approve upon receipt from the Project  Manager.

	DPO advice accepted or overruled by:
	
	If overruled, you must explain your reasons

	Comments:

	Consultation responses reviewed by:
	
	If your decision departs from individuals’ views, you must explain your reasons

	Comments:

	This DPIA will kept under review by:
	
	The DPO should also review ongoing compliance with DPIA


Appendix C

[bookmark: _Toc379942393]Linking the DPIA to the GDPR Articles
Answering these questions during the DPIA process will help you to identify where there is a risk that the project will fail to comply with the GDPR or other relevant legislation, for example the Human Rights Act.
 
Article 5:

1. Personal data shall be:
a. Processed lawfully, fairly and in a transparent manner in relation to the data subject (‘lawfulness, fairness and transparency’)
· Have you identified the purpose of the project?
· How will you tell individuals about the use of their personal data?
· Do you need to amend your privacy notices?
· Have you established which conditions for processing apply?
· If you are relying on consent to process personal data, how will this be collected and what will you do if it is withheld or withdrawn?
· If your organisation is subject to the Human Rights Act, you also need to consider:
· Will your actions interfere with the right to privacy under Article 8?
· Have you identified the social need and aims of the project?
· Are your actions a proportionate response to the social need?

b. collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes; further processing for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes shall, in accordance with Article 89(1), not be considered to be incompatible with the initial purposes (‘purpose limitation’);
· Does your project plan cover all of the purposes for processing personal data?
· Have you identified potential new purposes as the scope of the project expands?
c. adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed (‘data minimisation’);
· Is the quality of the information good enough for the purposes it is used?
· Which personal data could you not use, without compromising the needs of the project?
d. accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that personal data that are inaccurate, having regard to the purposes for which they are processed, are erased or rectified without delay (‘accuracy’)
· If you are procuring new software does it allow you to amend data when necessary?
· How are you ensuring that personal data obtained from individuals or other organisations is accurate?

e. kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal data are processed; personal data may be stored for longer periods insofar as the personal data will be processed solely for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes in accordance with Article 89(1) subject to implementation of the appropriate technical and organisational measures required by this Regulation in order to safeguard the rights and freedoms of the data subject (‘storage limitation’)
· What retention periods are suitable for the personal data you will be processing?
· Are you procuring software that will allow you to delete information in line with your retention periods?
f. processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures (‘integrity and confidentiality’).
· Do any new systems provide protection against the security risks you have identified?
· What training and instructions are necessary to ensure that staff know how to operate a new system securely?

Article 15:
The data subject shall have the right to obtain from the controller confirmation as to whether or not personal data concerning him or her are being processed, and, where that is the case, access to the personal data and the following information:
· Will the systems you are putting in place allow you to respond to subject access requests more easily?
· If the project involves marketing, have you got a procedure for individuals to opt out of their information being used for that purpose?




Article 44:
A transfer of personal data to a third country or an international organisation may take place where the Commission has decided that the third country, a territory or one or more specified sectors within that third country, or the international organisation in question ensures an adequate level of protection.
· Will the project require you to transfer data outside of the EEA?
· If you will be making transfers, how will you ensure that the data is adequately protected?


Privacy Policy:
https://www.qsrinternational.com/legal/privacy-policy/ela-transcription-qsr-data-protection-addendum

FAQ:
https://www.qsrinternational.com/nvivo/support-overview/faqs/nvivo-transcription-faq 

Terms and conditions:
https://www.qsrinternational.com/legal/terms-and-conditions/qsr-cloud-services-agreement 
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